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Useful Documents and Information List

· Organization Chart showing names and positions
· Existing plan (if available)
· Staff emergency contact information
· List of suppliers and contact numbers
· List of emergency services and contact numbers
· Premises addresses and maps
· Existing evacuation procedures and fire regulations
· Health and Safety procedures
· Operations and Administrative procedures
· List of professional advisors and emergency contact information
· Personnel administrative procedures
· Copies of floor plans
· Asset inventories
· Inventories of information assets
· IT inventories
· IT systems specifications
· Communication system specifications
· Copies of maintenance agreements / service level agreements
· Copies of contracts and agreements with vendors / universities / hotels & meeting facilities
· Off-site storage procedures
· Relevant industry regulations and guidelines
· Insurance information
· Legal information
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Potential Functional Areas / Processes List

· Board of Directors job descriptions
· Directors at large job descriptions
· VP of (function) job descriptions
· Company Coordinator job description
· Administration

· Marketing
· Education
· Strategic Planning
· Finance
· Communications
· Programs
· University Programs
· Membership
· Web site
· Hotel / Meeting Place Arrangements
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Financial & Operational Impact

Assessment made of the financial and operational impact for outages.  A suggested structure is as follows:

1. Up to 2 hours

2. 2 – 24 hours

3. 24 – 48 hours

4. 2 – 5 days

5. More than 5 days

This list should be amended to match the needs of your own chapter

For each individual key business process it is necessary to make an assessment of the financial and operational impact of disruption to normal business operations.  For each business process, complete a matrix analysis similar to the example below, ticking each box where a “significant impact” is likely.

	
	< 2 Hours
	2-24 Hours
	24-48 Hours
	2-5 Days
	>5 Days

	Business Process:
	
	
	
	
	

	Impact on Customer Service
	
	
	
	
	

	Loss of Customers
	
	
	
	
	

	Loss of Revenue
	
	
	
	
	

	Potential Additional Cost of Recovery
	
	
	
	
	

	Exposure to Penalties
	
	
	
	
	

	Exposure to Litigation
	
	
	
	
	

	Loss of Key Information
	
	
	
	
	

	Negative Financial Impact
	
	
	
	
	


For each of the time-bands the financial impact should be quantified based on the anticipated loss of revenue plus the anticipated cost of recovery.

The definition of “significant impact” will differ for each chapter but should represent a level where customers notice the outage and may receive an inadequate level of service. 
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Key Supplier / Vendor Contact Information

Listed below are key suppliers and their contact information that may need to be contacted in case of an emergency.  In the event that the regular supplier is not able to provide the goods or services necessary, a list of alternative suppliers have been drawn up.

1.  Regular Suppliers

	Name of Supplier
	Key Goods or Services
	Normal Contact Details
	Emergency Contact

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


2.  Alternative Suppliers

	Name of Supplier
	Key Goods or Services
	Normal Contact Details
	Emergency Contact

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Completed by:  _______________________________ 
Date:  ________________________________

Reviewed by:    _______________________________
Date:  ________________________________

[image: image9.jpg]iRPICS

The Association for
Operations Management



     Disaster Recovery Plan Tool Kit    [image: image10.jpg]poics
Southwest
District
- Califoraidl
Mexico




Utilities Assessment & Recovery

Procedures for establishing the condition and recovery of critical utilities and services may be necessary

	Activities 
	Resources Required
	Estimated Completion Time/Date

	Assess Damage
	
	

	     On-site Survey
	
	

	     Test availability in each area
	
	

	     Test safety levels
	
	

	     Test equipment
	
	

	     Prepare report and advise
	
	

	Locations affected by outage
	
	

	     Location #1
	
	

	     Location #2
	
	

	     Etc.
	
	

	
	
	

	
	
	

	
	
	

	Recovery Activities Required
	
	

	     Activity #1
	
	

	     Activity #2
	
	

	     Etc.
	
	

	
	
	

	
	
	

	
	
	


Estimated Cost of Work Required:  $_______________________________________________________

Completed by:  ____________________________________________
Date:  ___________________

Reviewed by:    ____________________________________________
Date:  ___________________
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Impact and Risk Assessment

A major part of disaster recovery planning is the assessment of potential risks to the organization which could result in the disasters or emergency situations themselves.  It is necessary to consider all the possible incident types, as well as the impact each may have on the organizations ability to deliver its normal business services.

Part of the risk process is to review the types of disruptive events (Threats) that can affect the normal running of the organization.

· Environmental Disasters

· Storms

· Earthquakes

· Fire

· Contamination & Environmental Hazards

· Health Epidemic

· Organized and/or Deliberate Disruption

· Acts of terrorism

· Acts of sabotage

· Theft

· Fights & Acts of Aggression

· Labor disputes / Industrial Action

· Loss of Utilities & Services

· Power Failure

· Loss of water or gas supply

· Resource Shortages

· Communication Services Breakdown

· Loss of Waste Removal

· Serious Information Systems Incidents

· IT / Web Failure

· Loss of Records or Data

· Disclosure of Sensitive Information

· Other Emergency Situations

· Negative Publicity

· Legal Problems

· Morale Issues
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Dependency Analysis

Make several worksheets such as the example below to establish the relationship between individuals, processes, resources, etc. and make decisions based on “if W occurs and based on its relationship to X, Y & Z, what will be the impact in the event of a disaster”.  Your analysis should include time phased responses such as hours, days, or weeks in determining the impact of the event being examined.
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Is there an alternative approach to deal with this specific event or issue?    



No  



    _____


Yes  -  But no specific details 
    _____


Yes  -  Specific details attached  _____
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Audit Questionnaire

The audit questionnaire should be prepared in such a way as to review the various processes, activities, and resources periodically to help identify the strengths and weaknesses of your Disaster Recovery Plan over time.  The example below would serve as format for backing up Chapter Data:

Question #1 – Which sets of data are normally backed up?


Membership Data (Y__ /N__)


C-BAR Data (Y__ / N __)


Finance Data (Y__ / N __)


Programs Data (Y __ / N __)


Instructor Data (Y __ / N __)


Education Classes Data (Y __ / N __)

Question #2 – How many copies are taken?


One _____


More than one _____

Question #3 – Where are backups stored?


Onsite Only _____


Off-site Only _____


Both _____

Question #4 – How often are they updated?

Monthly _____

Quarterly _____

Annually _____

Never _____

